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1
Decision/action requested

It is proposed to approve the updates given in this pCR
2
References
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3GPP TS 23.501: "System Architecture for the 5G System"
[3] 3GPP TS 33.501: "Security Architecture and Procedures for 5G System"

3
Rationale

This pCR proposes skeleton for TS 33.501 clause 11, to elicit security for non-3GPP access to the 5G core network. The proposed skeleton is a mapping of the most relevant clauses from TS 33.402 and TS 33.501. The table below shows the related mapping from TS 33.4012, TS 33.501, TS 23.501 and the purpose to introduce the specific subclause in clause 11.
	Source clause
	Target clause in TS 33.501
	Explanation and detailed description of the changes (whenever needed)

	TS 33.501

5.1
Requirements on the UE
5.2
Requirements on the gNB
	5.x Requirements on N3IWF
	Similar to requirements specified for every entity involved in 5G, the N3IWF requirements shall be briefed in clause 5, TS 33.501 

	TS 33.402

5
Security Features Provided by EPS for non-3GPP Accesses
	5. y Security features provided by 5G for non-3GPP accesses
	The proposed new clause shall contain security features specifc to non-3GPP access in 5G and this proposed subclause shall be included as part of TS 33.501, Clause 5 Security Requirements and Features. 



	TS 33.402

4
Overview of Security Architecture for non-3GPP Accesses to EPS

	No new subclause required in TS 33.501
	Already TS 33.501 has a clause 4 Overview of Security Architecture. This clause may include non-3GPP access in 5G along with 3GPP access.

	TS 33.402
6
Authentication and key agreement procedures
	11.1 Authentication and Key agreement procedures
	In TS 33.501, the existing clause 6  Security Procedures between UE and 5G Core Network Functions does not depict the authentication procedure involving non-3GPP access          

	TS 33.402
7
Establishment of security contexts in the target access system
	11.2 Establishment of security context to the non-3GPP access system
	This section shall include establishment of security context for  untrusted non-3GPP access interworking similar to TS 33.402. The scope of interworking is FFS.

	TS 33.402
8
Establishment of security between UE and ePDG
	11.3 Establishment of security between UE and N3IWF
	The TS 33.501 shall contain procedure specifc to 5G similar to TS 33.402 

	TS 33.402
9
Security for IP based mobility signalling
	None
	As 5G is an access agnostic system, the concpets home agent and foreign agent does not apply within 5G.

	TS 33.402
10
Security interworking between 3GPP access networks and non-3GPP access networks
	No new subclause rquired
	In TS 33.501, the existing clause  9  Security of Interworking shall include this information

	TS 33.501

It is envisaged that 5G will consists of both 3GPP and non-3GPP access so the handover between 3GPP and non-3GPP access scenario need to be discussed.
	11.4 Handover between 3GPP and non-3GPP access network
	This clause is meant to contain, content related to UE initiated handover and network initiated handover between 3GPP and non-3GPP untrusted access network.

	TS 33.402

11
Network Domain Security
	11.5 Network Domain Security
	Similar to TS 33.402 information on NDS is needed in TS 33.501

	TS 33.402

12
UE-ANDSF communication security
	11.6 UE-ANDSF communication security
	According to TS 23.501, A.3.1.8.2, it is FFS

	TS 33.402

13
Security aspects of emergency call handling
	11.7 Security aspects of emergency call handling
	Unauthentication emergency calls over untrusted non-3GPP access shall be discussed here.

	TS 33.402

Temporary identity management
	No need to include new subclause
	Already in TS 33.501, clause 6.8.3
Subscription temporary identifier serves similar purpose.


4
Detailed proposal
5           Security Requirements and Features

******* Start of change 1********
5.x Requirements on N3IWF
Editor’s Note: This clause is meant to contain security requirements on N3IWF similar to the  security requirement stated for various entities in TS 33.401 [10] and TS 33.501.

5.y Security features provided by 5G for non-3GPP accesses

Editor’s Note: This clause is meant to contain, content corresponding to TS 33.402 [11], clause 5, which is about UE to Network security, User data and signalling data confidentiality and user data and signalling data integrity specific to non-3GPP access.
******* End of change 1********
11           Security for non-3GPP access to the 5G Core network

Editor's Note: This clause covers untrusted non-3GPP access.

******* Start of change 2********
11.1 Authentication and Key agreement procedures
Editor’s Note: This clause is meant to contain, content corresponding to TS 33.402 [11], clause 6, which is about authentication and key agreement for untrusted access network. According to TR 33.899, E.1.19.1.2.in 5G phase I, this clause shall contain an authentication and key agreement procedure as in clause 5.1.4.49 (solution #1.49) keeping the 3gpp access procedures and n3gpp access procedures similar. 
11.2 Establishment of security context to the non-3GPP access system
Editor’s Note: This section is meant to contain content related to establishment of security context for untrusted non-3GPP access similar to TS 33.402 [11], clause 7. This sub-clause describes the specifics that are related to the establishment of the security context of the non-3GPP target access for the purpose of Interworking with systems that are FFS.
11.3 Establishment of security between UE and N3IWF
Editor’s Note: This clause is meant to contain security procedures specific to 5G between UE and N3IWF, for ex.procedures to set up of UE-initiated IPsec tunnels similar to TS 33.402 [11], clause 8.
11.4 Handover between 3GPP and non-3GPP access network

Editor’s Note: This clause is meant to contain, content related to UE initiated handover and network initiated handover between 3GPP and non-3GPP untrusted access network.
11.5 Network Domain Security
Editor’s Note: This clause is meant to contain, content corresponding to TS 33.402 [11], clause 11, which is based on network domain security.
"For all interfaces between network elements relevant in the context of the present document, 

-
TS 33.210 [3] shall be applied to secure signalling messages on the reference points unless specified otherwise, and 

-
TS 33.310 [6] may be applied regarding the use of certificates with the security mechanisms of TS 33.210 [3] unless specified otherwise in the present document.
NOTE:
For the case of an interface between two entities in the same security domain, TS 33.210 [3] does not mandate the protection of the interface by means of IPsec."
11.6 UE-ANDSF communication security
Editor’s Note: This clause is meant to contain, 5G specific content similar to TS 33.402 [11], clause 12. According to TS 23.501 [2], A.3.1.8.2, The details of the access network discovery & selection policy if FFS. Therefore the UE and 5G specific access network discovery & selection function is FFS. If ANDSF becomes part of functionality of N3IWF, then this class will be voided.
11.7 Security aspects of emergency call handling
Editor’s Note: This clause is meant to contain, content corresponding to TS 33.402 [11], clause 13, which is about unauthentication emergency calls over untrusted non-3GPP access.
******* End of change 2*********

